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The Usual Disclaimer

The views and opinions expressed in this presentation are those of the
author who is solely responsible for the content. The views expressed
may not necessarily reflect the views of the R.C.M.P. or Reboot, which
has not reviewed, authorized, or approved the contents either explicitly
or impliedly.

All data and information provided in this presentation is for informational
purposes only. The author makes no representations as to accuracy,
completeness, currentness, suitability, or validity of any information in
this presentation and will not be liable for any errors, omissions, or
delays in this information or any losses, injuries, or damages arising from
its display or use. All information is prowded on an as-is basis.

In no event shall the R.C.M.P. or Reboot be liable for any damages
whatsoever resulting from any action arising in connection with the use
of this information or its publication, including any action for
infringement of copyright or defamation.




Security & People

m Thinking about security Is good
for your business

m People are, and always have been,
the most vulnerable aspect of any
organization's security infrastructure




Security & People

m It Is easy to take advantage of human
goodwill. People want to trust those
who appear courteous, helpful, or
honest. People also want to help
those In need.

m Unfortunately, con artists exploit
these good qualities in people.




What Is Social Engineering?

m The clever manipulation of the
natural human tendency to trust

m The gathering of confidential
iInformation from unsuspecting citizens
or your employees through lies,
misrepresentation, pretext, or guise




What is SE ?

m A category of security attacks In
which someone manipulates others
Into revealing information that can
be used to steal data, give access to
systems, access to cellular phones,
money, or even a complete identity




What is SE ?

m 'Many of the most damaging security
penetrations are, and will continue to
be, due to Social Engineering, not
electronic hacking or cracking. . .
Social Engineering is the single
greatest security risk in the decade
ahead." The Gartner Group October 2004




Three Types of SE

m Computer-based

s Human-based
— Phone
— In person




Computer-based SE

m Using computer software to attempt
to retrieve the desired information




Today’s News

m Spam

m 419

m Phishing / Spear Phishing
m Event Phishing

m SEO Poisoning

m Web 2.0




Spam

m Sophos 2009’s
Security Threat

Report stated an incredible
97% of business email is SPAM!!

m Affecting blogs and social networks
m What's your spam filter like?
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PayPal

In This Issue

Keep Your Money Safe
Add Your Bank Account
Honie to Transfer Maoney
_Online Buying Tip
loney Market Fund
.Share Your Story
Special Offars

Know Who You're
Buying From

Befare vou huy, click the
link under the seller's email
address on the Payment
Details page to see their
account type and status,
and length oftime az a
FayFal membhber.

TIP

For more anline safety tips,
wisit our Security Center.

Money Market Funi

Earn a competitive rate an
vour PayPal halance . enroll
inthe PayFal Money Market

Fund. It's easy . sigh up
N0y

Share Your Story

Do you hawve an
extraordinary PayFPal story?
Send an email to

T T

February 2004

raccnunt.We reques
e following reaso

noticing an issue onyo

information from you fo A

A recent review of yvour account determined that we
recquire some additional information fram you in
order to provide you with secure semvice.

Case |0 Mumber: PP-178-257-467

Thiz iz a reminderto lag inta PayPal as s0on as possible. Once yod log in, you
wiill be provided with steps to restore your account access. We appreciate your
understanding as we worki to ensure account safety.

In accordance with PayPal's User Agreement, your account access will remain
limited until the issue has heen resolved. Unfartunately, if access to your
account remains limited for an extended period of time, it may result in further
limitations or eventual account closure. YWe encourage you to log in to your
PayFPal account as soon as possible to help avoid this.

To revievy your account and some ar all of the information that PayPal used to
tmake its decizion to limityour account access, please visitthe Resolution
Center. If, after reviewing your account information, you seek further clarification
regarding your account access, please contact PayFal by visiting the Help
Center and clicking "Contact LIs".

YWe thankwou foryour prampt attention to this matter. Please understand that
this iz a security measure intended to help protect you and your account. Wye
apologize far any incanvenience.

Flease follow the link below and renesy your account informatian.
https: e paypal .calcgl-binfwebscr?cmd=login-run




Spear Phishing

m Targeted

= Individually addressed
to executives or other
employees

s Embedded .PDF or .PPT
or .XLS containing a
Trojan or Keylogger




Event Phishing

m Elections, sporting events, natural
disasters, war, economic recession,
CRA, Tiger Woods’ driving

s Embedded .url, document, or a
video asking for a codec install

m CNN, MSNBC, Monster




SEO

m Search Engine Optimization Poisoning

ware Downloads and Software Feviews .
download security center. Your source for antispy » and security d ads ... Software
maker will soft Security Essentials "in the coming ... Vista and Windows
mereer 2008, but not the final version of Windows 7. ...
download. crnet. com/windows/se curity-software/ - Similar

Linda Chong's Blog . Download & free copy of Windows Security ... =
s 9 ... Microsoft Security Essentials is officially released in 8 languages and 19
und the world. ¥You can download Microsoft Security ...
a-free-copy-ot-wind ows-security-essentials-to-protect-
S hours ago - Similar

good reason to ensure Windows FCs are secure and malware-free. ...
security-essentials-download - 16 hours ago - Similar

Screenshot of rogue &YV Web site:
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Facebook, Twitter users beware: The FBI reports neary

L
= ¢ Online scam losses a
Crooks are a mouse click away e
® MySpace.com creates
updated 4 hours, 59 minutes ago Next Article in Crime »

By Stephanie Chen
CNN

(CNN) -- If you're on Facebook, Twitter or any other social networking site, you could be the next victim.

That's because more cyberthieves are targeting

increasingly popular social networking sites that

provide a gold mine of personal information,

according to the FBI. Since 2006, nearly 3,200

account hijacking cases have been reported to the
Internet Crime Complaint Center, a partnershi

\ - Compose N between the FBI, thgI MNational ".-"u“ﬁiteplilﬂllar Crip;ne
W nat's Center and the Bureau of Justice Assistance.

View Messal

It starts with a frend updating his or her status or

Attach: @ ';? E 1 sending you a message with an innocent link or

video. Maybe your fniend is in distress abroad and

needs some help.
CHH ILLUSTRATION/FROM FACEECOK: All you have to do is click.

Experts say cybercrooks are lurking just a mouse click away
on popular social networking sites.

When the message or link is opened, social
network users are lured to fake Web sites that tnck

them into divulging personal details and
passwords. The process, known as a phishing attack or malware. can infiltrate users' accounts without their



Human-based SE

m Person-to-person interactions to
retrieve the desired information
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THE ART OF
DECEPTION

KEVIN D. MITNICK




Human-based SE

m Usually conducted via the telephone
m Network reconnaissance




Methods: SE

m "Hi, this Is the helpdesk, | need to
fix your computer, what's your
password?"

m "Hi, this Is cyber security, there's a
problem with your system, what's
your password?"

m "Hi, this Is travel, could you please
read me your credit card number?"




Methods: SE

m "Hi, this is Bill in accounting, I'm
looking for ..."

m "Hi, this is Mary In billing, can you
help me ..."

m "Hi, this is Don In legal, | have a
problem ..."




Methods: SE

m Was the caller really
who you thought it was?

m Seemingly insignificant information
can complete a Social Engineer’s
puzzle

m Data mining




What'’s your response”?

m “Hello, can | speak with Tom Smith
from R&D please?”

m “I'm sorry, he'll be on vacation until
next Monday”

m “OK, who's Iin charge until he gets
back?”

m “Robert Jones”




What'’s your response”?

m Let’s call another employee, Mike

m “Mike, just before Tom Smith went on
vacation, he asked me to review the
new design. | talked with Robert Jones
and he said you should just fax it to
me. My number Is 555-1212. Could
you do It as soon as possible?
Thanks.”




INn Person SE

m The social engineer may enter the
building and pretend to be an
employee, guest, courier, or service
personnel

m May be dressed in a uniform
m Becomes part of the cleaning crew
m IS she allowed to roam ?




War Stories

Emergency Management/Public Safety Transformation




Methods: SE

= Morning giveaway in London’s
financial district

m Free vacation somewhere tropical

m Load a CD in your computer and access
a website

m /5 of 100 were loaded into business
computers that day; CD contained malware




Methods: SE

m 20 USB drives were left near the | M\
target building in the parking lot & y 1\
and smoking areas e

m Employees picked up 15 of the 20 drives
and installed them on their computers to
see what they held

m A Trojan horse program gathered
passwords, logins, and other data and
emailed them back to the attacker




Methods: SE

m Conference attendees
who are given USB
thumb drives and CDs '~
that supposedly contain §a .
just the conference E
papers, but increasingly
also contain malicious software




ast updated at 13:51 GMT, Thursday, S February 2

E-rnail this to a friend = Printable version
Parking ticket leads to a virus

Hackers have discovered a
new way of duping users onto
fraudulent websites: fake
parking tickets.

S had traffic
placed on the
C h then directed

The wehbsite claimed to have
photos of the alleged pa
vialation, but then tr

into downloading a wirus.

anti-virus firm McaAfee says the Yundo Trojan then

install a fake anti-wirus scanner.,

s ir'l Grand Forks, Morth Dakota, w

Grand Forks .:|ru:l |r'|:tr|_u_.tEu:l UsSers
to download a tool bar to find
photos of their own vehicle,

But the tool bar v actually an
tahle ich i




War Stories

m Spear phishing
m “IT Services Survey”
m Installing a sniffer or keylogger




Mitigating SE A

m Become familiar with the techniques
used

m Trust your Instincts

m Provide notification to targeted
groups during attempts

m Provide a coordinated response
when scams are identified




Mitigating SE A

m Test your readiness

m Educate all employees - everyone has
a role in protecting the organisation
and thereby their own jobs

m |[f someone tries to threaten them
or confuse them, It should raise a
red flag




Mitigating SE A

m Train new employees as they start

m Glve extra security training to security
guards, help desk staff, receptionists,

telephone operators

m Keep the training up to date and
relevant




Insider Threat (INT)




What iIs Insider Threat ?

m Using legitimate authority for
illegitimate purposes

m Initiated by full or part-time
employees, consultants, contractors,
CO-0p students, partners, clients,
hardware/software vendors, or even
automated processes of an
organization — gone rogue




What is InT ?

m Insider threat can also, unfortunately,
be due to human error or from lack
of due diligence

m Not malicious
m But very damaging, at all levels




EEAE NEWS

Insider risk problem revealed August 25t 2009

By Maggie Shiels
Technology reporter, BBC News, Silicon Valley

Security experts have turned the notion that so called "malicious insiders" are the
biggest cyber security threat for companies on its head.

The security vendor RSA revealed that the majority of breaches are actually caused
unintentionally by employees.

Its survey showed that firms helie incidents were accidental a @ =
deliberate.

"Unintentional risk gets overlooked, yet it's the most serious threat to business," said the RSA's
Chris Young.

"The sexy incident where someone gets arrested for stealing records and selling them to a third
party for a lot of money is the stuff that catches the attention of the media, the regulators,
executives and Congress people.

"But this is not necessarily where organisations have 100% of the risk," said Mr Young, the RSA's
senior vice president of products.

The study conducted by the RSA and IT analysts IDC looked at 11 different categories of risk
ranging from malware and spyware to employees having excessive access to systems and from
unintentional data loss to malicious acts for personal gain.




Accidental

m Incompetence Is a bigger IT security
threat than maligning insiders

m You'd do better to worry about Mr.
Bean in Accounting




INT Tactics

m [he recent economic downturn

m Inappropriately accessing internal

Information (e.g. celebrity medical
records)

m Sabotaging data or network devices,
denying businesses access to their
data, including “logic bombs”




INT Tactics

m Stealing personal information for
resale to identity thieves

m Stealing intellectual property or
customer information for re-use,
frequently when the employee leaves
and goes to a competitor or starts
his own business




Data Breaches

m Verizon's 2009
Data Breach
Investigation Report

m /4% of breaches resulted from
external sources, 32% were linked to
business partners, and 20% were
caused by Iinsiders




INT Profile

m A profile of the malicious Insider
Includes individuals with a strong
sense of entitlement (usually based on
their perceived value to the company,
and how they are not fairly
compensated in tough economic
times), a sense of frustration, and a
lack of corporate loyalty

| Clume =yt e T
4 = I 25 1 ™ T s A
= - 8-
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Emergency Management/Public Safet




INT Profile

m They are not necessarily skilled in
the use of computers, but they
compensate for this with extensive
planning




InT Warning Signs A

m Acting “above” the rules or outside
Information security policy

m Increased number of access violations
(attempting to perform actions
reserved for privileged users, such as
installing software)




InT Warning Signs A

m Reduction in the number and
complexity of logical controls
(passwords, network shares)

m Non-business applications installed
on corporate resources, especially
those used for unmonitored
communication and remote access




InT Warning Signs A

m Instant messaging, web conferencing,
web mail, P2P file sharing, adware,
spyware, anonymizers, RSS, and
Skype™ and other VolP services

m Access to, and storage of, non-
business content (adult content,
copyrighted software)




InT Warning Signs A

m One negative incident can begin
the spiral

m Changes in behaviour and inter-
personal reactions

m Appears disgruntled or, paradoxically,
overly enthusiastic




InT Warning Signs A

m Hints of domestic turmoll or
dependencies

m Hints of a change In spending patterns
m A project that falls

m Changes In associates, either internal
or external




Mitigation - HR

m Malicious activities are largely a result
of employees who are “disgruntled” -
this speaks to the strong role that
must be played by managers and HR
iIn controlling this threat. Typical
administrative controls include:




Mitigation - HR

m Recent and relevant background
checks on insiders, especially those
with privileged levels of access

m Enforce separation of duties and
least privilege




Mitigation - HR

= Monitor, and respond to, suspicious
or disruptive employee behavior;
don’t ignore the possible precursors
to malicious activity




Mitigation - HR

m If employees must be terminated,
ensure that it is fair, follows consistent
practices, and that it minimizes the
opportunity for privileged employees
to access the network




Mitigation - HR

m Manage negative workplace events;
ensure a consistent and fair approach
In dealing with all employees

m Implement informal and formal
grievance procedures, or other means
for employees to voice their concerns




Mitigation - HR

m Ensure that there Is a way for
co-workers to report suspicious
behavior to management; adopt
a “whistle blower” policy

m Include insider threat as an element
of regular security awareness training
delivered to all employees




Mitigation - IT P

m Ensure physical controls are In place
and verified

m Implement rigid access control (local
and remote access). Ensure access to
the network Is disabled following
termination; monitor for access
attempts




Mitigation - IT

m If privileged employees are
terminated, passwords must be
changed, and it iIs recommended that
a penetration test be completed to

look for remote access tools, malicious
software, etc




Mitigation - IT

m Log and monitor employee activities ;
consider the use of honeypots and
honeytokens to identify inappropriate
Internal access attempts

m Consider encryption for critical data




Mitigation - IT

m Implement a program of “pro-active
data forensics (design, construct, and
configure data systems to support
forensic investigations)




Mitigation - IT

m Implement a documented change
control process

m Implement and validate backup and
recovery processes; ensure historical
records are secure




Inside the Perimeter

» Portable Storage Devices
» USB Flash Drives

» Camera Memory Cards
» Ipods et al

» PDAs (Blackberries et al)
»Smart (Intenet) Phones
» Camera Phones
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