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The Usual DisclaimerThe Usual Disclaimer

The views and opinions expressed in this presentation are those The views and opinions expressed in this presentation are those of the of the 
author who is solely responsible for the content. The views exprauthor who is solely responsible for the content. The views expressed essed 
may not necessarily reflect the views of the R.C.M.P. or Reboot,may not necessarily reflect the views of the R.C.M.P. or Reboot, which which 
has not reviewed, authorized, or approved the contents either exhas not reviewed, authorized, or approved the contents either explicitly plicitly 
or impliedly.or impliedly.

All data and information provided in this presentation is for inAll data and information provided in this presentation is for informational formational 
purposes only. The author makes no representations as to accuracpurposes only. The author makes no representations as to accuracy, y, 
completeness, completeness, currentnesscurrentness, suitability, or validity of any information in , suitability, or validity of any information in 
this presentation and will not be liable for any errors, omissiothis presentation and will not be liable for any errors, omissions, or ns, or 
delays in this information or any losses, injuries, or damages adelays in this information or any losses, injuries, or damages arising from rising from 
its display or use. All information is provided on an asits display or use. All information is provided on an as--is basis.is basis.

In no event shall the R.C.M.P. or Reboot be liable for any damagIn no event shall the R.C.M.P. or Reboot be liable for any damages es 
whatsoever resulting from any action arising in connection with whatsoever resulting from any action arising in connection with the use the use 
of this information or its publication, including any action forof this information or its publication, including any action for
infringement of copyright or defamation.infringement of copyright or defamation.



Security & PeopleSecurity & People

Thinking about security is good
for your business
People are, and always have been,
the most vulnerable aspect of any 
organization's security infrastructure



Security & PeopleSecurity & People

It is easy to take advantage of human It is easy to take advantage of human 
goodwill.  People want to trust those goodwill.  People want to trust those 
who appear courteous, helpful, or who appear courteous, helpful, or 
honest.  People also want to help honest.  People also want to help 
those in need.those in need.
Unfortunately, Unfortunately, con artistscon artists exploitexploit
these good qualities in people.these good qualities in people.



What is What is Social Engineering?Social Engineering?

The clever manipulation of theThe clever manipulation of the
natural human tendency to trustnatural human tendency to trust
The gathering of confidential The gathering of confidential 
information from unsuspecting citizens information from unsuspecting citizens 
or your employees through lies, or your employees through lies, 
misrepresentation, pretext, or guisemisrepresentation, pretext, or guise



What is SE ?What is SE ?

A category of security attacks in
which someone manipulates others 
into revealing information that can
be used to steal data, give access to 
systems, access to cellular phones, 
money, or even a complete identity



What is SE ?What is SE ?

"Many of the most damaging security "Many of the most damaging security 
penetrations are, and will continue to penetrations are, and will continue to 
be, due to Social Engineering, not be, due to Social Engineering, not 
electronic hacking or cracking. . . electronic hacking or cracking. . . 
Social Engineering is the single Social Engineering is the single 
greatest security risk in the decade greatest security risk in the decade 
ahead." ahead." The Gartner Group October 2004The Gartner Group October 2004



Three Types of SEThree Types of SE

ComputerComputer--basedbased
HumanHuman--basedbased
–– PhonePhone
–– In personIn person



ComputerComputer--based SEbased SE

Using computer software to attempt
to retrieve the desired information



TodayToday’’s Newss News

SpamSpam
419419
Phishing / Spear PhishingPhishing / Spear Phishing
Event PhishingEvent Phishing
SEO PoisoningSEO Poisoning
Web 2.0Web 2.0



SpamSpam

SophosSophos 20092009’’ss
Security ThreatSecurity Threat
Report stated an incredibleReport stated an incredible
97%97% of business email is SPAM!!of business email is SPAM!!
Affecting Affecting blogsblogs and social networksand social networks
WhatWhat’’s your spam filter like?s your spam filter like?







Spear PhishingSpear Phishing

TargetedTargeted
Individually addressedIndividually addressed
to executives or otherto executives or other
employeesemployees
Embedded .PDF or .PPTEmbedded .PDF or .PPT
or .XLS containing aor .XLS containing a
Trojan or Trojan or KeyloggerKeylogger



Event PhishingEvent Phishing

Elections, sporting events, natural Elections, sporting events, natural 
disasters, war, economic recession, disasters, war, economic recession, 
CRA, Tiger WoodsCRA, Tiger Woods’’ drivingdriving
Embedded .Embedded .urlurl, document, or a , document, or a 
video asking for a codec installvideo asking for a codec install
CNN, MSNBC, MonsterCNN, MSNBC, Monster



SEO SEO 

Search Engine Optimization PoisoningSearch Engine Optimization Poisoning



Web 2.0Web 2.0





HumanHuman--based SEbased SE

Person-to-person interactions to 
retrieve the desired information



HumanHuman--based SEbased SE

Usually conducted via the telephone
Network reconnaissance



Methods:  SEMethods:  SE

"Hi, this is the helpdesk, I need to"Hi, this is the helpdesk, I need to
fix your computer, what's your fix your computer, what's your 
password?"password?"
"Hi, this is cyber security, there's a "Hi, this is cyber security, there's a 
problem with your system, what'sproblem with your system, what's
your password?"your password?"
"Hi, this is travel, could you please "Hi, this is travel, could you please 
read me your credit card number?" read me your credit card number?" 



Methods:  SEMethods:  SE

"Hi, this is Bill in accounting, I"Hi, this is Bill in accounting, I’’m m 
looking for looking for ……""
"Hi, this is Mary in billing, can you"Hi, this is Mary in billing, can you
help me help me ……""
"Hi, this is Don in legal, I have a "Hi, this is Don in legal, I have a 
problem problem ……" " 



Methods:  SEMethods:  SE

Was the caller reallyWas the caller really
who you thought it was?who you thought it was?
Seemingly insignificant information Seemingly insignificant information 
can complete a Social Engineercan complete a Social Engineer’’s s 
puzzlepuzzle
Data miningData mining



WhatWhat’’s your response?s your response?

“Hello, can I speak with Tom Smith 
from R&D please?”
“I'm sorry, he'll be on vacation until 
next Monday”
“OK, who's in charge until he gets 
back?”
“Robert Jones”



WhatWhat’’s your response?s your response?

Let’s call another employee, Mike
“Mike, just before Tom Smith went on 
vacation, he asked me to review the 
new design. I talked with Robert Jones 
and he said you should just fax it to 
me. My number is 555-1212. Could 
you do it as soon as possible? 
Thanks.”



In Person SEIn Person SE

The social engineer may enter the 
building and pretend to be an 
employee, guest, courier, or service 
personnel
May be dressed in a uniform
Becomes part of the cleaning crew
Is she allowed to roam ?



War StoriesWar Stories



Methods:  SEMethods:  SE

Morning giveaway in LondonMorning giveaway in London’’ss
financial districtfinancial district
Free vacation somewhere tropicalFree vacation somewhere tropical
Load a CD in your computer and accessLoad a CD in your computer and access
a websitea website
75 of 100 were loaded into business 75 of 100 were loaded into business 
computers that day; CD contained malwarecomputers that day; CD contained malware



Methods:  SEMethods:  SE

20 USB drives were left near the20 USB drives were left near the
target building in the parking lottarget building in the parking lot
and smoking areasand smoking areas
Employees picked up 15 of the 20 drives Employees picked up 15 of the 20 drives 
and installed them on their computers to and installed them on their computers to 
see what they heldsee what they held
A Trojan horse program gathered A Trojan horse program gathered 
passwords, logins, and other data and passwords, logins, and other data and 
emailed them back to the attackeremailed them back to the attacker



Methods:  SEMethods:  SE

Conference attendees
who are given USB
thumb drives and CDs
that supposedly contain
just the conference
papers, but increasingly
also contain malicious software





War StoriesWar Stories

Spear phishing
“IT Services Survey”
Installing a sniffer or keylogger



Mitigating SEMitigating SE

Become familiar with the techniques 
used
Trust your instincts
Provide notification to targeted
groups during attempts
Provide a coordinated response
when scams are identified



Mitigating SEMitigating SE

Test your readiness
Educate Educate allall employees employees -- everyone has everyone has 
a role in protecting the organisation a role in protecting the organisation 
and thereby their own jobsand thereby their own jobs

If someone tries to threaten themIf someone tries to threaten them
or confuse them, it should raise aor confuse them, it should raise a
red flagred flag



Mitigating SEMitigating SE

Train new employees as they startTrain new employees as they start

Give extra security training to security Give extra security training to security 
guards, help desk staff, receptionists, guards, help desk staff, receptionists, 
telephone operatorstelephone operators

Keep the training up to date and Keep the training up to date and 
relevantrelevant



Insider Threat (Insider Threat (InTInT))



What is What is Insider Threat ?Insider Threat ?

Using legitimate authority for Using legitimate authority for 
illegitimate purposesillegitimate purposes
Initiated by full or part-time 
employees, consultants, contractors, 
co-op students, partners, clients, 
hardware/software vendors, or even 
automated processes of an 
organization – gone rogue



What is What is InTInT ??

Insider threat can also, unfortunately, Insider threat can also, unfortunately, 
be due to human error or from lackbe due to human error or from lack
of due diligenceof due diligence
Not maliciousNot malicious
But very damaging, at all levelsBut very damaging, at all levels



`̀
August 25th 2009



AccidentalAccidental

Incompetence is a bigger IT security Incompetence is a bigger IT security 
threat than maligning insidersthreat than maligning insiders
You'd do better to worry about Mr. You'd do better to worry about Mr. 
Bean in AccountingBean in Accounting



InTInT TacticsTactics

The recent economic downturnThe recent economic downturn
Inappropriately accessing internal Inappropriately accessing internal 
information information (e.g. celebrity medical (e.g. celebrity medical 
records)records)

Sabotaging data or network devices, Sabotaging data or network devices, 
denying businesses access to their denying businesses access to their 
data, including data, including ““logic bombslogic bombs””



InTInT TacticsTactics

Stealing personal information for Stealing personal information for 
resale to identity thievesresale to identity thieves
Stealing intellectual property or Stealing intellectual property or 
customer information for recustomer information for re--use, use, 
frequently when the employee leaves frequently when the employee leaves 
and goes to a competitor or startsand goes to a competitor or starts
his own businesshis own business



Data BreachesData Breaches

Verizon's 2009Verizon's 2009
Data BreachData Breach
Investigation ReportInvestigation Report
74% of breaches resulted from 74% of breaches resulted from 
external sources, 32% were linked to external sources, 32% were linked to 
business partners, and business partners, and 20%20% were were 
caused by insiderscaused by insiders



InTInT ProfileProfile

A profile of the malicious insider A profile of the malicious insider 
includes individuals with a strong includes individuals with a strong 
sense of sense of entitlemententitlement (usually based on (usually based on 
their perceived value to the company, their perceived value to the company, 
and how they are not fairly and how they are not fairly 
compensated in tough economic compensated in tough economic 
times), a sense of times), a sense of frustrationfrustration, and a , and a 
lacklack of corporate of corporate loyaltyloyalty



InTInT ProfileProfile

They are not necessarily skilled inThey are not necessarily skilled in
the use of computers, but they the use of computers, but they 
compensate for this with extensive compensate for this with extensive 
planningplanning



InTInT Warning SignsWarning Signs

Acting Acting ““aboveabove”” the rules or outside the rules or outside 
information security policyinformation security policy
Increased number of access violations Increased number of access violations 
(attempting to perform actions (attempting to perform actions 
reserved for privileged users, such as reserved for privileged users, such as 
installing software)installing software)



InTInT Warning SignsWarning Signs

Reduction in the number and Reduction in the number and 
complexity of logical controls complexity of logical controls 
(passwords, network shares)(passwords, network shares)
NonNon--business applications installedbusiness applications installed
on corporate resources, especially on corporate resources, especially 
those used for unmonitored those used for unmonitored 
communication and remote accesscommunication and remote access



InTInT Warning SignsWarning Signs

Instant messaging, web conferencing, Instant messaging, web conferencing, 
web mail, P2P file sharing,  web mail, P2P file sharing,  adwareadware, , 
spyware, spyware, anonymizersanonymizers, RSS, and , RSS, and 
SkypeSkype™™ and other and other VoIPVoIP servicesservices
Access to, and storage of, nonAccess to, and storage of, non--
business content  (adult content, business content  (adult content, 
copyrighted software)copyrighted software)



InTInT Warning SignsWarning Signs

One negative incident can beginOne negative incident can begin
the spiralthe spiral
Changes in Changes in behaviourbehaviour and interand inter--
personal reactionspersonal reactions
Appears disgruntled or, paradoxically, Appears disgruntled or, paradoxically, 
overly enthusiasticoverly enthusiastic



InTInT Warning SignsWarning Signs

Hints of domestic turmoil or Hints of domestic turmoil or 
dependenciesdependencies
Hints of a change in spending patternsHints of a change in spending patterns
A project that failsA project that fails
Changes in associates, either internal Changes in associates, either internal 
or externalor external



Mitigation Mitigation -- HRHR

Malicious activities are largely a result 
of employees who are “disgruntled” -
this speaks to the strong role that 
must be played by managers and HR 
in controlling this threat. Typical 
administrative controls include:



Mitigation Mitigation -- HRHR

Recent and relevant background 
checks on insiders, especially those 
with privileged levels of access
Enforce separation of duties and
least privilege



Mitigation Mitigation -- HRHR

Monitor, and respond to, suspicious
or disruptive employee behavior; 
don’t ignore the possible precursors 
to malicious activity



Mitigation Mitigation -- HRHR

If employees must be terminated, 
ensure that it is fair, follows consistent 
practices, and that it minimizes the 
opportunity for privileged employees 
to access the network



Mitigation Mitigation -- HRHR

Manage negative workplace events; 
ensure a consistent and fair approach 
in dealing with all employees
Implement informal and formal 
grievance procedures, or other means 
for employees to voice their concerns



Mitigation Mitigation -- HRHR

Ensure that there is a way for
co-workers to report suspicious 
behavior to management; adopt
a “whistle blower” policy
Include insider threat as an element
of regular security awareness training 
delivered to all employees



Mitigation Mitigation -- ITIT

Ensure physical controls are in place Ensure physical controls are in place 
and verifiedand verified
Implement rigid access control (local Implement rigid access control (local 
and remote access). Ensure access to and remote access). Ensure access to 
the network is disabled following the network is disabled following 
termination; monitor for access termination; monitor for access 
attemptsattempts



Mitigation Mitigation -- ITIT

If privileged employees are If privileged employees are 
terminated, passwords must be terminated, passwords must be 
changed, and it is recommended that changed, and it is recommended that 
a penetration test be completed to a penetration test be completed to 
look for remote access tools, malicious look for remote access tools, malicious 
software, etcsoftware, etc



Mitigation Mitigation -- ITIT

Log and monitor employee activities ; Log and monitor employee activities ; 
consider the use of consider the use of honeypotshoneypots and and 
honeytokenshoneytokens to identify inappropriate to identify inappropriate 
internal access attemptsinternal access attempts
Consider encryption for critical dataConsider encryption for critical data



Mitigation Mitigation -- ITIT

Implement a program of Implement a program of ““propro--active active 
data forensics (design, construct, and data forensics (design, construct, and 
configure data systems to support configure data systems to support 
forensic investigations)forensic investigations)



Mitigation Mitigation -- ITIT

Implement a documented change Implement a documented change 
control processcontrol process
Implement and validate backup and Implement and validate backup and 
recovery processes; ensure historical recovery processes; ensure historical 
records are securerecords are secure



Inside the PerimeterInside the Perimeter

Portable Storage DevicesPortable Storage Devices
USB Flash DrivesUSB Flash Drives
Camera Memory CardsCamera Memory Cards
IpodsIpods et alet al
PDAsPDAs (Blackberries et al)(Blackberries et al)
Smart (Smart (IntenetIntenet) Phones) Phones
Camera PhonesCamera Phones
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